
[bookmark: _GoBack]The following sections list the policy settings you can use to help secure and manage mobile devices that connect to your organization's Office 365 resources.
Security settings
	Setting name
	Windows Phone 8.1+
	iOS 7.1+
	Android 4+
	Samsung Knox

	Require a password
	✔
	✔
	✔
	✔

	Prevent simple password
	✔
	✔
	✖
	✖

	Require an alphanumeric password
	✔
	✔
	✖
	✖

	Minimum password length
	✔
	✔
	✔
	✔

	Number of sign-in failures before device is wiped
	✔
	✔
	✔
	✔

	Minutes of inactivity before device is locked
	✔
	✔
	✔
	✔

	Password expiration (days)
	✔
	✔
	✔
	✔

	Remember password history and prevent reuse
	✔
	✔
	✔
	✔



Encryption settings
	Setting name
	Windows Phone 8.1+
	iOS 7.1+
	Android 4+
	Samsung Knox

	Require data encryption on devices
	Windows Phone 8.1 is already encrypted and cannot be unencrypted
	✖
	✔
	✔*


* With Samsung Knox, you can also require encryption on storage cards.

Jail broken setting
	Setting name
	Windows Phone 8.1+
	iOS 7.1+
	Android 4+
	Samsung Knox

	Device cannot be jail broken or rooted
	✖
	✔
	✔
	✔



Managed email profile option
The following option can block users from accessing their Office 365 email if they are using a manually created email profile. Users on iOS devices must delete their manually created email profile before they can access their email. After they delete the profile, a new profile will be automatically created on the device.
	Setting name
	Windows Phone 8.1+
	iOS 7.1+
	Android 4+
	Samsung Knox

	Email profile is managed
	✖
	✔
	✖
	✖



Cloud settings
	Setting name
	Windows Phone 8.1+
	iOS 7.1+
	Android 4+
	Samsung Knox

	Require encrypted backup
	✖
	✔
	✖
	✖

	Block cloud backup
	✖
	✔
	✖
	✖

	Block document synchronization
	✖
	✔
	✖
	✖

	Block photo synchronization
	✖
	✔
	✖
	✖

	Allow Google backup
	N/A
	N/A
	✖
	✔

	Allow Google account auto sync
	N/A
	N/A
	✖
	✔



System settings
	Setting name
	Windows Phone 8.1+
	iOS 7.1+
	Android 4+
	Samsung Knox

	Block screen capture
	✔
	✔
	✖
	✔

	Block sending diagnostic data from device
	✔
	✔
	✖
	✔








Application settings
	Setting name
	Windows Phone 8.1+
	iOS 7.1+
	Android 4+
	Samsung Knox

	Block video conferences on device
	✖
	✔
	✖
	✖

	Block access to application store
	✔
	✔
	✖
	✔

	Require password when accessing application store
	✖
	✔
	✖
	✖



Device capabilities settings
	Setting name
	Windows Phone 8.1+
	iOS 7.1+
	Android 4+
	Samsung Knox

	Block connection with removable storage
	✔
	✖
	✖
	✔

	Block Bluetooth connection
	✔
	✖
	✖
	✔



Additional settings
You can set the following additional policy settings by using PowerShell cmdlets. For more information, see the following, “Connect to Office 365 Security & Compliance Center PowerShell”  https://docs.microsoft.com/en-us/powershell/exchange/office-365-scc/connect-to-scc-powershell/connect-to-scc-powershell?view=exchange-ps
	Setting name
	Windows Phone 8.1+
	iOS 7.1+
	Android 4+ (including Samsung Knox)

	CameraEnabled
	✔
	✔
	✔

	RegionRatings
	✖
	✔
	✖

	MoviesRatings
	✖
	✔
	✖

	TVShowsRating
	✖
	✔
	✖

	AppsRatings
	✖
	✔
	✖

	AllowVoiceDialing
	✖
	✔
	✖

	AllowVoiceAssistant
	✖
	✔
	✖

	AllowAssistantWhileLocked
	✖
	✔
	✖

	AllowPassbookWhileLocked
	✖
	✔
	✖

	MaxPasswordGracePeriod
	✖
	✔
	✖

	PasswordQuality
	✖
	✖
	✔

	SystemSecurityTLS
	✖
	✔
	✖

	WLANEnabled
	✔
	✖
	✖





