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Description: Adam and Wes discuss what you need to know to successfully evaluate

& deploy additional Windows 10 Enterprise security features.

Evaluate & Deploy Additional Windows 10 Enterprise Security Features

Implement Modern Device Services (30-35%)

Plan Windows 10 Deployment

« Plan for Windows as a Service (WaaS)

« Plan the Appropriate Windows 10 Enterprise Deployment Method

* Analyze Upgrade Readiness for Windows 10

« Evaluate & Deploy Additional Windows 10 Enterprise Security Features

Evaluate & Deploy Additional Windows 10 Enterprise Security Features

Security features in Windows 10 are grouped into three broad categories:

1. Identity & Access Management
2. Information Protection
3. Threat Protection

Windows 10 Enterprise Security:
https://docs.microsoft.com/en-us/windows/security/

What is Windows 10 in S mode?

A version of Windows 10 that's streamlined for security and performance, while
providing a familiar Windows experience. To increase security, it allows only
apps from the Microsoft Store, and requires Microsoft Edge for safe browsing.

Windows 10 in S mode FAQ:
https://support.microsoft.com/en-us/help/4020089/windows-10-in-s-mode-faq

https://www.microsoft.com/en-us/windows/s-mode
Windows 10 Security Components:

Identity & Access Management -

* Windows Hello for Business - S-mode & Enterprise

* Windows Credential Guard - S-mode Enterprise, Enterprise

Information Protection -

* Bitlocker - S-mode, Pro, Enterprise

* Windows Information Protection - S-mode, Pro, Enterprise

Threat Protection -

Windows Defender Application Guard - S-mode Enterprise, Enterprise

.

Windows Defender Application Control - Enterprise

.

Windows Defender Exploit Guard - S-mode, Pro, Enterprise

Windows Defender Antivirus - S-mode, Pro, Enterprise

Windows Defender Advanced Threat Protection - Enterprise




