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	Requirement
	More information

	The protection service is activated
	Activating the protection service from Azure Information Protection

	Directory synchronization between your on-premises Active Directory forests and Azure Active Directory
	After RMS is activated, Azure Active Directory must be configured to work with the users and groups in your Active Directory database.

Important: You must do this directory synchronization step for the RMS connector to work, even for a test network. Although you can use Office 365 and Azure Active Directory by using accounts that you manually create in Azure Active Directory, this connector requires that the accounts in Azure Active Directory are synchronized with Active Directory Domain Services; manual password synchronization is not sufficient.

For more information, see the following resources:

- Integrate on-premises Active Directory domains with Azure Active Directory

- Hybrid Identity directory integration tools comparison

	A minimum of two member computers on which to install the RMS connector:

- A 64-bit physical or virtual computer running one of the following operating systems: Windows Server 2016, Windows Server 2012 R2, Windows Server 2012, or Windows Server 2008 R2.

- At least 1 GB of RAM.

- A minimum of 64 GB of disk space.

- At least one network interface.

- Access to the Internet via a firewall (or web proxy) that does not require authentication.

- Must be in a forest or domain that trusts other forests in the organization that contain installations of Exchange or SharePoint servers that you want to use with the RMS connector.
	For fault tolerance and high availability, you must install the RMS connector on a minimum of two computers.

Tip: If you are using Outlook Web Access or mobile devices that use Exchange ActiveSync IRM and it is critical that you maintain access to emails and attachments that are protected by Azure RMS, we recommend that you deploy a load-balanced group of connector servers to ensure high availability.

You do not need dedicated servers to run the connector but you must install it on a separate computer from the servers that will use the connector.

Important: Do not install the connector on a computer that runs Exchange Server, SharePoint Server, or a file server that is configured for file classification infrastructure if you want to use the functionality from these services with Azure RMS. Also, do not install this connector on a domain controller.

If you have server workloads that you want to use with the RMS connector but their servers are in domains that are not trusted by the domain from which you want to run the connector, you can install additional RMS connector servers in these untrusted domains or other domains in their forest. 

There is no limit to the number of connector servers that you can run for your organization and all connector servers installed in an organization share the same configuration. However, to configure the connector to authorize servers, you must be able to browse for the server or service accounts you want to authorize, which means that you must run the RMS administration tool in a forest from which you can browse those accounts.




