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Deploy AIP Clients

Manage Microsoft 365 Governance and Compliance (35-40%)

Implement Azure Information Protection (AIP)

« Plan AIP Solution

« Plan for Deployment On-Prem Rights Management Connector

* Plan for Windows Information Protection (WIP) Implementation

« Plan for Classification Labeling

« Configure Information Rights Management (IRM) for Workloads
« Configure Super User

« Deploy AIP Clients

* Implement Azure Information Protection Policies

* Implement AIP Tenant Key

Deploy AIP Clients

Azure Information Protection provides a client-server solution that helps to
protect an organization's documents and emails:

The client can be the Azure Information Protection client (classic), the Azure
Information Protection unified labeling client, or the Rights Management client.

The service resides in the cloud (Azure Information Protection, which uses the
Azure Rights Management service for the data protection) or on-premises
(Active Directory Rights Management Services, more commonly known as AD RMS).

The Azure Information Protection client (classic) and the Azure Information
Protection unified labeling client supports classification and protection with
labeling.

The classic client also supports protection without labeling.
Both clients integrate with Office applications and must be installed separately.

The Rights Management (RMS) client is automatically installed with some
applications, such as Office applications, the Azure Information Protection
client (classic) and Azure Information Protection unified labeling client, and
RMS-enlightened applications from software vendors. However, it can also be
installed by itself, to support synchronizing files from IRM-protected libraries
and OneDrive for Business.

The client side of Azure Information Protection:
https://docs.microsoft.com/en-us/azure/information-protection/rms-client/use-client

Computer O/S's supported:

¢ Windows 7 - Windows 10
¢ macOS MINIMUM VERSION = 10.8 (Mountain Lion)

Mobile Devices supported:

¢ Windows Phone 8.1

* Android Phones & Tablets - version 4.4

+ iPhone & iPad - version i0S 8.0

¢ Windows Tablets - Windows 10 mobile & Windows 8.1 RT

How can | deploy?

* SCCM
Intune

Group Policy

Manual Installation




